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Foreword

The general purpose upheld by this Recommendatimngsarantee ensuring rights and legal
interests of citizens and organizations under whisdiction of United Nations Member States
while performing legally significant information trsactions in electronic form using the
Internet and other open ICT systems of mass usage.
This institutional guarantees are proposed to lserex within business activity of specialized
operators which:

- provide users with a set of trusted ICT services;

- operate within established legal regimes, which udel but are not limited to

restrictions imposed by processing of personal data.

Current Recommendation covers only the provisionsceaming trusted ICT services.
Provisions regarding establishing appropriate legglimes may be subject matter of a
dedicated Recommendation by UNCITRAL.
Any participants of electronic interaction deal twgome kind of ICT services (email, cloud
storages, web-portals etc.). If participants havégh degree of confidence in each other and
in ICT services they use, then nothing is to bengkd. But if participants are not sufficiently
confident in each other and/or in ICT servicesnttigere should be a third party increasing
the degree of confidence in electronic interactiarthe whole. The role of these third parties
play trust services.
Trust services may be of different types (provideent functions) and of different levels of
qualification. High level qualification trust seceis operates under some international legal
agreements, they meet the requirements and followutke laid down by some international
coordinator. Basic level qualification trust seesc operates under some commercial
agreements, they can be established within some krgle international projects and follow
the recognized best practices for trust serviceigens. Trust services should be audited in
accordance with their level of qualification.
The aggregate of trust services with the legal,aoizational and technical framework
operates forms the Common Trust Infrastructure {(hafer CTI). The CTl is a fundamental,
easily scalable infrastructural platform providm@gnified access to trust services.

Executive summary

1. Recommendation Ne : Recommendation for ensuring
legally significant trusted trans-boundary electronic
interaction

1.1. Scope
This Recommendation seeks to encourage the useabfoglie data transfer in international
trade scenarios by recommending Governments theiples of establishing and operating
regional and international coordination organizadicfor ensuring trust in international
exchange of data and electronic documents betweénipants.

1.2. Benefits
Harmonized regional and international coordinatiasdal on common principles will provide
a smooth, transparent and liable environment fortreleic activities in trans-boundary trade
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scenarios. This will make it possible to attachalegjgnificance to an electronic interaction
for legal bodies and economic operators regardiEseir location and jurisdiction.

1.3. Use of International Standards
The use of international standards can play a &kyin larger acceptance of chosen solutions
and eventually interoperability. Insofar as possitgal and private actors who intend to use
electronic data transfer in international tradenat®s should try to make use of existing
international standards. Technical standards whiehhe able to be identified during the
development of this Recommendation are referencéaiirex B.

1.4. Recommendation
The existing natural peculiarities (historical, tauél, political, economic, technical, etc) of
different world regions cause also different leweéltrust within these regions concerning
electronic interaction
To Governments and entities engaged in the intenmatitrade and movement of goods,
providing services and payment processing andngill tighter, more transparent, effective
and easier co-operation concernielgctronic interactionsthe United Nations Centre for
Trade Facilitation and Electronic Business (UN/CEHA recommends establishing and
using a dedicated Common Trust Infrastructure (hafe&nCT]).
The primary objective of CTI is ensuritggally significant electronic interactionisetween
its users by providingrust servicesof different qualifications (zero, basic, high) toe
participants oklectronic interaction.
The CTl is a fundamental, easily scalable platforpviling a unified access to trust services.
Herewith, the existing electronic systems are takém account, so the requirements to their
updating for connecting to the CTI are expectedeganinimal.
In order to achieve this objective, UN/CEFACT recomd®
— CTl establishment principles;
— CTI coordination approaches;
— approaches ensuring technical interoperability OFf §&rvices;
- levels of trust provided by CTI;
— standardization organizations to co-operate with.

2. Guidelines on how to implement the recommendation

2.1. Termsand Definitions'

For the purposes of this document the followingteeapply:

Common Trust Infrastructure (CT1)

- infrastructure ensuring the legal significancerahsboundary electronic interaction. CTI
provides a set of trust services harmonised on dbal,| organisational and technical /

technological levels to its users.

degree of confidence (of the participants ofhformation interactionin each other and in the
ICT services processirmgjectronic interactiorbetween them)

! ltalic facetags the terms defined in the current Recommenrati
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- a societalfunction of an established or felt degree of aderfice of the participants of
information interactionin each other and in the ICT services processlggtronic
interactionbetween them.

electronic interaction

— a way of information interactionbased on use of information and communication
technologies (ICT). ICT refers to technologies thmovide information processing
(creation, access, transformation, transmissiortrutgmn, etc.) in the telecommunication
context. Any electronic interaction deals witlCT services(internet provider, email
provider, message exchange services of any kindgddtorages etc.).

legal significance (of an action)

- a property of an action (of a process) to origin@teresult in) documentdéta uni)
possessingegal validity.

legal validity (of a document, or, generally, of data)

— aproperty of a documentdta uni) to be applicable for judicature, i.e. be deemelatee
satisfied the requirements of applicable law. Tdgal validityis conferred to a document
by the legislation in force, by the authority of issuer and by the established order of its
issuing (e.qg. it shall be usable for a subsequefetence).

level of qualification (of a service)
— a property of aerviceto evidently fulfill a pre-defined set of requirents on it.
levels of trust (between thérust domaink

- a societaffunction determining the degree of trust betweentitiist domain Depending
on an established level of trustust domainsare prepared to share a certain amount of
resources and to jointly use certain infrastructuriee. trust domainsare prepared to
delegate part of their inherent powers, functiomsl aesources to a common trust
infrastructure (CTI), in which they jointly trusthe higher is the level of trust in this CTI
the more inherent powetsist domainsare prepared to delegate to the CTI.

trust service

— (high level definition) - an electronic service pasing to ensure a certagegree of
confidencebetween the participants electronic interaction

trusted electronic interaction

— the exchange of any data in electronic form in sactvay that a user of these data
undoubtedly accepts them according to its OperatiBolicy. It is a matter of a concrete
Operational Policy, which way is considered d@riatedone. Hence, the determination of
the trustworthy of some data varies from one corctase to another. Trusted electronic
interaction is provided by usirtgust services

2 |CT is similar to Information Technology (IT), bfdcuses primarily on communication technologigsisT
includes the Internet, wireless networks, cell gsgrand other communication mediums
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152 2.2. Common Trugt Infrastructure establishment principles

153

154 - Scalability. The CTl is established in such a way that it bareasily scaled. It broadens

155 easily at any level of consideration due to thesasion of new participants, such as new

156 jurisdictions, new supranational participants, rgyerators of trust services, and register

157 systems.

158 - Traceability. Any fact of electronic data exchange within th€l Ghould be fixed and

159 available for conflict resolutions if necessary.

160 - Cos efficiency. While the CTI architecture variants comparison risk analysis should

161 be taken into account.

162 - Complexity. Coherent elaboration of legal, organizational euthnological issues should

163 be done within CTI establishment. A complex desaiptallows correct functioning of

164 the system as a whole and its single elements.

165 - ’## ) i MpumeuaHue [s1]: Can be
166 e - added later
167

168 2.3. Common Trugt Infrastructures coordination approaches

169 \Identify the principles of establishing and opemngtiregional and international coordination

170 organizations for ensuring trust in infrastructurethat satisfy organizational and

171 administrative regulation of legally significaneirs boundary electronic data exchange

172 ldentify the underlying principles and content fdodel MoUs/Agreements between two or

173 more countries regarding Mutual Recognition of [ayi and Electronic Signature

174 Certificates[ __ — - NpumMeyanme [s2]: From the
175 project proposal

176 The CTI architecture is selected according to ttiecfpals stated in sec. 2.2 above. There are
177 three levels of CTI coordination: legal, organiaatl and technological.

178

179

180 Legal leve

181 The CTI can be built on a single- or multi-domain ibasn the context of legal and
182 organizational regulation, the multi-domain basithes most complicated variant. Fig. 1 gives
183 a general scheme of a legal regulation.

184
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trust services . trust services
[ I [

I . I
Trust infrastructure A I Trust infrastructure B

Jurisdiction A Jurisdiction B

Fig.1l. Legal level

Legal regulation of CTI interaction can be dividedtwo parts: international and national.
The international legal regulation is carried out the basis of the following types of
documents:

- international treaties/agreements;

- acts of different international organizations;

— international standards and regulations;

— agreements between participants of transboundéogniation interaction on given issues;
- model acts.

The national legal regulation is built on a comptéxiormative documents that are standard
in each particular jurisdiction.

We recommend a tight cooperation with UNCITRAL ider to harmonize the effort of this
Recommendation concerning the necessary coordinaithe legal level, see sec. 2.6.

Organizational level

Mutual legally significant recognition of trust seres provided under various jurisdictions is
reached through creation and operation of a dexticdtody (let call it International
Coordination Council or ICC) that includes natiomabulation bodies having voluntarily
jointed the ICC. The activity of ICC is regulateg the ICC Statute which is to be recognized
and signed by all its authorized members — thahésRegulation Bodies of the Electronic
Data Exchange represented primarily by the Nati@TdIRegulators.



212 Fig. 2 gives a general scheme of the organizatiewal of coordination.
213

Jurisdiction X | Jurisdiction Y | Jurisdiction Z
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[ Users(natural and legal persons) ]
214 I I
215
216 Fig. 2. Organizational level (optional elements areidentified by the
217 grey blocks)
218
219
220 The ICC issues a number of documents interconnedtedts/Statute:
221 - Requirementsor the ICC members, correspondence to which iseeequisite for the full
222 membership in the ICC;
223 - Guidelineson carrying out ‘shadow’ supervision for admittarioegthe ICC and periodic
224 mutual audit for maintaining voluntary membership ie I6C;
225 - Compliance criteriawhich are to be met by operators of the trust sesyi and the

226 methodology for applying these criteria;
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- Scheme of estimation/verificatimi operators of the trust services with respecther
meeting these criteria.

In the CTI, each jurisdiction is presented by tregidhal CTI regulator (see Fig. 2, National
CTI regulators X, Y, Z) which regulates the acivif operators of the trust services within
their jurisdiction.

For groups of states with high degree of integraffor example, Eurasian Economic Union
or European Union) there is the possibility of fanmia Supranational CTI regulator (see. Fig.
2, Supranational CTI regulator X-Y). Thus, one Sunational CTI regulator X-Y substitutes

a group of National CTI regulators X and Y.

The natural CTI scalability is enabled through giiecedure for admitting new members to
the ICC (new jurisdictions and supranational pgréints) and the scheme for verifying the
operators of the trust services with respect to theeting theCompliance criteriaissued by
the ICC (new operators of the trust services).

International operators of the trust services (irggonal TSPs) can provide, inter alia, neutral
inter-domain gateways (nIDG) as a specific typero$ttservices. The main nIDGs' function
is providing a mutual recognition (legalisation) electronic documents and data. These

nIDGs connecting single domains represent the elesrad building a global TTS matrix.

nIDGs can be established both: at only legal agdrizational levels and at a complex level:

legal, organizational and technical one.

In the first case, the communicating domains establiscommon legal basis for the

cooperation between them, see sec. ‘Legal level@b®his legal basis defines a full set of
the requirements, conditions and prerequisites ampbhd even guaranteeing a mutual legal
recognition (legalisation) of legally-significarieetronic documents as such.

On the organizational level, procedures and presess interaction between different

domains of the global TTS shall uphold the leveltfst between these domains being
sufficient for a mutual recognition (legalisatiorf)@ectronic documents and data, which are
issued in different domains or jurisdictions.

In order to achieve this necessary level of trtisf set of the requirements, conditions and
prerequisites shall regulate, inter alia, the dislalment and operation of a neutral

international environment, i.e. of an environmentsme (beyond) any single domain. The
CCR TEDI, the International CTI regulator and Int&ional operators represent parts of this

neutral international environment. Such a neutr@rimational environment shall be operated
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in a neutral legal field that is defined, for exdeyoy a UN Convention or by an international
treaty between single countries or unions of caestisee sec. ‘Legal level’ above.

l.e. in the case, when nIDGs are established at legial and organizational levels, these
nIDGs are implemented merely by treaties, agreensrdsorganizational procedures. This
legal and organizational infrastructure may be suepldby different single trust services like
e-signature verification, powers verification, tirsamping etc., but without a specific trust

service dedicated to the purpose to be a gateway.

In the second case, when nIDGs are establishezhal, lorganizational and technical levels,
nIDGs additionally transform a document in such & weat it will fulfill the requirements

(attributes, format, structure, etc.) for legallgrsficant electronic documents in recipient's
domairt (jurisdiction). In such a way the nIDG trust seevican substitute a number of trust
services that provide only single specific functiofe-signature verification, powers
verification, time stamping etc.). As ever, even techlly implemented nIDG trust service
shall also be operated in a neutral internationgirenment, i.e. outside (beyond) any single

domain.

Approaches to forming nIDGs should regard usagerafisttion profiles describing and
configuring transitions from one domain to anotfAdrese transition profiles should consider,
inter alia, the legal basis of the cooperation leetwthe communicating domains and the trust

levels of the identification schemes used insiddriteracting domains, as well.

In order to become a National Trust Service Pravid&P; operator of the trust service), a
supplier of the respective services shall undempoedlitation with the National CTI regulator
of the same jurisdiction. International Trust Seevieroviders shall undergo accreditation
with the ICC. The requirements for accreditatiorired operators of the trust services, as well
as the requirements to their activity are reguldigdhe Compliance criteriaissued by the
ICC and possible national supplements issued byetgective National CTI regulator.

In the ICC, the users of electronic services carbdih individuals and legal entities. The
users select the necess#yel of qualificationof a trust service at their discretion or in an
agreement.

The services are provided by the respective sugphehe trust service providers. The trust
service providers are integrated by the CTI.

The trust services as the CTI elements can haverdiff variants of realization depending on
thelevel of trustbetween trust domains (jurisdictions). For examyigh conditionally ‘high’

% 'Domain’ or 'trust domain’ can coincide with agiénjurisdiction or can unite several jurisdictions
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or ‘medium’ level of mutual trust between the CTI mensbdris efficient to use centralized

International trust services applied according he standards agreed upon. In case of
conditionally ‘low’ level of trust, the trust sepg@s are built according to the decentralized
principle — National trust services in each sirjglésdiction.

Technological level

There can be a great number of technological optfiontrust services’ realization. The main
requirement to the CTI elements is interoperabilggulation at this level is carried out with
application of different standards and instructisesforth by the ICC documents.

We recommend a tight cooperation with major orgaiomat in the area of technical
standardization such 4SO, ETSI, W3@nd others in order to harmonize the effort o thi
Recommendation concerning the necessary coordinatiaihe technological level, see sec.

2.6.

2.4. Trugt infrastructures services technical inter oper ability ensuring approaches

\Identify approaches to ensuring interoperabilityte€hnical systems, infrastructures of trans
boundary electronic data exchange and end userkiditgy functional requirements and
information security requirements.

Identify appropriate trust services types providsdthe trusted infrastructures for ensuring

legally significant trans boundary electronic damchangé.

To workout trust services types it is proposeddnsider base documents attributes that are

necessary to provide document legal function fatfdht.

-
-

2nt,
n —

No AL | [WIEERTEry Description/comments
type yesno
1. | Content yes An aggregate of at least one of thewimg attributes is
the content the informational essence of a docum
which is to be irrespective to an expression forn
whether paper or electronic one:
1) document type
2) document classification
3) document title
4)table of contents
5) document body (mandatory)
6) annexes
Herewith, information integrity and authenticity doebe
assured when processing, storing and transferring.
2. | Document An aggregate of the following attributes is thecument
issuer lega issuer legal status
status 1) logotype

2) name of a issuer

3) issuer reference data (address, contacts etc.)

4) seal impression

It can be performed through forming of an authori
body that provides electronic register assuring

zed
the

attribute validity property.

i

Mpumeuanme [s3]: From
project proposal
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Attribute
type

Mandatory
yes/no

Description/comments

or
For electronic seals it can be fixed with a speafaibute
in electronic seal certificate.

Signatory
status
(powers) or
signatory
position

Can be performed through forming of an electrg
register of authorized persons or roles, contaimirief
description of powers with their duration stated.

or

Can be fixed with a special attribute in electro
signature certificate.

Signature

yes

An aggregate of the following atiiéls is thesignature
1) issuer's signature
2) signature stamp of confirmation
3) signature stamp of approval
4) visa (clearance / endorsement stamp)
5) copy certification stamp
6) electronic seal of issuing organisation
7) etc.

Can be performed through using of an electrg
signature (for natural persons) and/or electroaa ¢for
legal entities).

Note: The form of the relationship between the digrya
and the document content ( negotiation, approvah,
copy legalization, etc.) can be stated in a docurbedy,
included to an electronic signature/seal or redécin
metadata to a record in an electronic data base.

nic

nic

bnic

=,

Time

yes

A statement of the time point of signiatjached on th
basis of a trusted time source (the validity agpect

11

Place

A statement of the place of signing (the place where

Signatory expressed his/her will to sign by triggern
signing) is optional. There would be at least athgcal
opportunity for TSPs for offering — similarly to thiene
stamp service - a ‘place stamp service’ based onsted
geo position source (e.g. a global navigation ke
system (GNSYS)).

If this type of service is not available the attitibplace

can be considered as one of toatentattributes.

Documents attributes above can be verified by sestices of different types.

Basic trust services types (trust services funstiprovided dependent on concrete demand)

are:

— creation, verification, and validation of electrosignatures and seals;

— creation, verification, and validation of electrotime stamps;



333 - monitoring of legal status;
334 - neutral inter-domain gateways (nIDG). If there is gateway between domains
335 (jurisdictions), there should be a profile for thiDG based on agreement between these
336 domains. Each nIDG profile should “know” what attribs are mandatory for each
337 domain. On the technological level, a nIDG shall iempént some protocol translation or
338 translation of different protocols or standardsnfrcone domain to anotherf-or
339 mathematical description of nIDG functions pleaseeréd ANNEX 2 Trust services
340 (incl. nIDGs) work with national identification semes on the one hand and with
341 international trust infrastructure (other trustvsegs) on the other.
342 Long time archival and verification service can balized as a function of ICT service or as a
343 function of a special trust service type.
344 2.5. Trugt infrastructures services levels of qualification
345 \Identify the possible levels of trust afforded g trusted infrastructures and mechanisms by
346 which these levels can be provided. For examplegetolevels of trust may not require
347 government directives for achieving a legally sfigaint electronic interaction. UN/CEFACT
348 recognizes that guidance for required levels (dagdiigher) of trust and for desired levels of
349 authentication depends on specific circumstancdssboh guidance does not constitute the
350 scope of this recommendation. For these differevels of trust identify:
351 - common set of requirements trust services musptowith. Such requirements are to cover
352 the following aspects: security, accessibility, ameroperability
P { npylmeqauue [s4]: From

353 - best practices for trust services initiation, iifization and audit procedures. S e
354
355 The level of qualification of a trust service iprperty of the trust service to evidently fulfill
356 a pre-defined set of requirements on it. There mayifferent incremental qualification
357 levels of a trust service. The lower is thegree of confidencef the participants in each other
358 and in the ICT services processialgctronic interaction(creation, access, transformation,
359 transmission, destruction, etahe higher might be demand on the qualificatiorelef trust
360 services.
361 The characteristics of the levels of qualificatioh trust services are described in the
362 following table.

Degree of

confidence of

participants in | High degree Substantial degree of - .

each other and | of confidence confidence Limited degree of confidence

in the ICT

services

levels  of | No trust Basic level of High level of

qualification services i . ‘e .

of trust | required qualification qualification

services (‘zero’ level

of
qualification)
legal regime of n.a. Based on commercial Based on international agreements
operation  of agreements and/or (conventions) and/or on directly applicable
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364
365

366

367

368
369
370
371
372

373
374
375

trust services common trade practice. | international regulatich

Organizational n.a. Large Scale Projects of | International Coordination Council (ICC), sge

ar chitecture of any kind. sec. 2.3 above

trust services

Technological n.a Meet the recognized best Meet ICC Compliance Criteria

reguirements practices for TSPs. AND

on trust — Meet the requirements laid down in the

services applicable national regulation (for
national TSPs).

If trust services engaged in document lifecyclel(inbain of nIDGs between the document's
issuer and recipient) have different levels of digaltion, the overall level of qualification is
equal to the lowest of them.

2.6. Communication with organizationsin different areas of standardization

\Identification of international organizations in fiirent areas of normative and legal
regulation and policies (such as WTO, UNCITRAL, W&1@ others) for participation in the
defining conditions for establishing necessary llesetrust between the ##trust domains

patticipants-of-the-trusted-infrastructutbat will ensure legal significance of transbounda

electronic exchange of data issued in differenisflictions.

Identification of international organizations inffiirent areas of standardization (such as
ISO, W3C, ETSI and others) for participation in #ie technical aspects of forming and
functioning transboundary trust spéce. Lo

4 E.g. trust services that operates in accordantteRviropean Regulation (elDAS) or Eurasian Econddmion
Agreement and other documents.

{

NMpumeuyanue [s5]: From
project proposi
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ANNEX 1

Terms and Definitions®

authentication

Anders Torngvist:means an electronic process that allows dbefirmation of the
electronic identification of a natural or legal gem; or of the origin and integrity of an | npumeuanue [AN6]: | agre.
electronic data.

Igor Furgel:a process of the verification @uthenticity A successfulauthentication
(along with other factors) can be a necessary tiondior the determination of tHegal
validity (of anentity).

Eric E Cohen (http://www.isaca.org/Knowledge- - - | Kon nons namenen
Center/Documents/Glossary/glossary)pdf

1. The act of verifying identity (i.e., user, sysnbe
Scope Note: Risk: Can also refer to the verificatd the correctness of a piece of data

2. The act of verifying the identity of a usbr atfte user’s eligibility to access
computerized informaton  { Npumesanve [IF7]: This is

. . : . : : p ! ,authorization’, but not
Scope Note: Assurance: Authent_lgatlc_)n is desigmegrotect against fraudulent logon | '] i chiication'. see below
activity. It can also refer to the verificationtbie correctness of a piece of data.

Ramachandrarthe process of validating the identity of someonsamething. Generally
authentication requires the presentation of créalenbr items of value to really prove the
claim of who you are. The items of value or credémtia based on several unique factors
that show something you know, something you haveporething you are.

A process used to confirm the identity of a persorio prove the integrity of specific
information. Message authentication involves deteimgirits source and verifying that it
has not been modified or replaced in transit.

NMpumeuanue [AN8]: -Cf the
VAT Directive 2010/45 where in

authenticity relation to the “authenticity” of an

invoice the following is

. . .l . . commented: “The supplier must be
Anders Torngvistmeans that thelata can be checked for |ts authenUchty In a certain | able to provide assurance that the

context N invoice was indeed issued by him
' \ or in his name and on his behalf.’|

Igor Furgel:the property of an entity to evidence the iderityts issuer.

| Npumeuanme [IF9]: ,authentic
ity is defined by using

Ramachandran: .authenticity'; it is a dead loop.

1. The authenticityis an auditable process that ensures a high veuality in the
results by maintaining evidence of trustworthinesthe identity and integrity of data
messages

2. Authenticityis the status of being dependable in regard tdeexe of identity and
integrity in accordance with the agreed level cuaance.

3. Authenticityis generally understood in law to refer to thelgeeness of a document
or record, that is, that the document is the “oadfirsupport of the information it

® ltalic facetags the terms defined in the current Recommeoriati
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contains, in the form it was recorded and without alteration.” Authenticity is the
property of being genuine and able to be verified gusted.

4. Authenticityin the electronic environment, further to the highels of identification,
evidentiary and attribution functions may be able b established through an
“authentication framework.” This “authentication rimawork” would involve legal
infrastructure, some technical infrastructure andesorganizational infrastructure.

authorization_(as a process)

something.

— lgor Furgel:approving a subject (a person, an IT componeatmocess acting on behalf
of them) for the execution of a certain action.

certificate

— Jari Salo(http://www.uncitral.org/pdf/english/texts/electcom/aiécsig-e.pdt

means a data message or other record confirmingikebktween asignatory and
signature creation data.

data unit
a set of digits or characters treated as a whole.
digital certificate

- Aleksandr Sazonovneans a data message or other record confirminiintheetween a
public key (validation data) to a particular digiished name in the X.500 tradition.

— lgor Furgel:means an electronic attestation which links sigeatalidation data of an
entity to the entity and confirms the identity oatlentity.

digital sgnature

- Eric E Cohen
Center/Documents/Glossary/glossary)pdf

(http://www.isaca.org/Knowledge-

A piece of information, a digitized form of signaturthat provides sender authenticity,
message integrity and non-repudiation.

A digital signature is generated using the sendamiste key or applying a one-way hash

function.

— lgor Furgel (ISO 7498-2 (1989): ‘Information processing syssem Open Systems
Interconnection - Basic Reference Model - Partgtusity Architecture’):

Data appended to, or a cryptographic transformaifpadata unitthat allows a recipient
of the data unitto prove the source and integrity of tata unitand protect against
forgery, e.g. by the recipient.

NMpumeuanue [s10]: Eric E
CohenThis is in contrast to when
you care not whether the agent is
authorized, only that they are wh
they say they are - authentication.
The two are usually considered
orthogonal; you normally only
wish to check one or the other. |
believe in transboundary efforts,
authorization is more important
than authentication.

>

L Koa nons nsmeHeH J

‘ Kona nons nsmeHeH
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— Ramachandrara digital signatureis made when the owner of a key pair uses its f@riva

key to "sign" a message. This signature can onlyelboiied by the corresponding key.

electronic signature

Anders Torngvist& DIRECTIVE 1999/93/EC OF THE EUROPEAN PARLIAMENT
AND OF THE COUNCIL of 13 December 1999 on a Commurfitgmework for
electronic_signatureaneans data in electronic form which are attachedr tgically
associated with other electronic data and whictesas a method of authentication. -~

Eric E Cohen
Center/Documents/Glossary/glossary)pdf

(http://www.isaca.org/Knowledge-

Any technique designed to provide the electronigivadent of a handwritten signature to
demonstrate the origin and integrity of specificadat

Igor Furgel

data in electronic form which are attached to oidaly associated with other electronic
data.Electronic signaturelocuments a relationship between signatoryand these other
electronic data and enables (also) a third parspbsequently ascertain this relationship.

Jari Salo(http://www.uncitral.org/pdf/english/texts/electcom/aiécsig-e.pdf

data in electronic form in, affixed to or logicalgsociated with, a data message, which
may be used to identify the signatory in relatiorte data message and to indicate the’
IS|gnatory S approvbl of the information containedhe data message. ,/

RamachandrarData in electronic form in, affixed to or logicaldssociated with, a data

message, which may be used to identify the signatorglation to the data message and
to indicate the signatory's intention in respecttted information contained in the data
message. An electronic signature should not beidiswated because of its origin. But

may be discriminated because of their intrinsic dieali

entity

Igor Furgel:can be a document, a record, an identifier etcgigdly: adata uni).

genuineness (in IT)

genuineness (in law)

Igor Furgel:integrity + authenticity= the property of aentityto evidence:

(a) not having been altered from that created disguer

AND

(b) the identity of its issuer.

Ramachandrarthe quality that ensure document’s property dfidpgenuine.

Igor Furgel: (130201+Recl4+survey+on+def levels+consolidatespeneses)
"Authenticityis generally understood in law to refer to genuinenessf a document or
record, that is, that the document is the “origirslpport of the information it contains, in

_-| NMpumeuanme [IF11]: This

definition is not a full one, there
are also other services of electroni
signature.

The main services of a
signature are (i) perpetuation
function (a signature can be
verified by anybody later on at
any time), (i) the determinability
of the identity of signatory.
Additionally, there are warning
and consciousness functions.

3]

[ Kop nons usmeHeH J

o Mpumeuanme [IF12]: There is

a quite controversial discussion on
it.

[ Kop nons usmeHeH ]

Mpumeuanme [IF13]: Not
unconditionally an approval, but,
generally, a relationship between|
the signatory and the message

NMpumeuanue [AN14]: The
UNCITRAL definition is not
uncontroversial. We should also
look at the new definitions of e-
signature and e-seal of the EU
EIDAS Regulation, rather than the
-99 Directive referenced above.

/| note No. 5 in the REC. 14 may
/| also be helpful here:

" | authentication in an Information

Mpumeuanme [IF15]: The foot

“In general, signature and

Technology (IT) environment
often encompass some inherent
functions which can vary from
integrity, genuineness, proof,
security, etc. Again, all of these
terms can have differing
interpretation based on
environment and geography. This
Recommendation has been
prepared to align itself with the
works of UNCITRAL while
remaining consistent with the use
of these terms in other UNECE
trade recommendations. When
reading or drafting any text on the
subject, clear identification of
which approach is being used, is
recommended. For legislators who
will probably use a legal
definition, reference to
UNCITRAL documents on the
subject is recommended in order|to
clearly identify the legal use of
these terms. ”
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the form it was recorded and without any alteratigkuthenticityis the property of being
genuineandable to be verified and trustéd

‘Genuinenessh law is equivalent toduthenticity’

information interaction

Igor Furgel:the interchange of any data between the partitspafrinteraction

integrity

Igor Furgel:the property of arentity to evidencenot having been altered from that
created by itsissuer.

Eric E Cohen (http://www.isaca.org/Knowledge-
Center/Documents/Glossary/glossary)pdf

Guarding against improper information modificationdestruction, and includes ensuring
information non-repudiation and authenticity.

Ramachandran:

1. DATA INTEGRIT¥-A condition in which data has not been alteredestroyed in an
unauthorized manner

2. Integrity is a state of information that assure thatsitaccurate,complete, consistent
and has been protected from errors or unautitbrirdification.

3. integrity refers to the resource is untampered with, unpted and complete in all
its essential respects after the act of signatucaiiried out.

levels of access

Igor Furgel permission for a subject (a person, an IT compboe a process acting on
behalf of them) to get a specified kind of accesg.(write, read, etc.) to specified objects
(e.g. data, processes, information, other resources)

A successfulauthentication(along with other factors) can be a necessary itondfor
granting a certaiaccess levelThe terms ‘access level’ and ‘authorization leweg used
as synonyms in the context of the current Recomniemmda

levels of authentication

Aleksandr Sazonova synonym fofevels of qualification of authentication service.

Ramachandrara guidance concerning control technologies, psE®sand management
activities, as well as assurance criteria that khdne used to mitigate authentication
threats in order to achieve the required leveleasity based on the sensitivity of data or
a service.

non-repudiation

Eric E Cohenthe ability for a system to prove that a speaiser and only that specific
user sent a message and that it hasn't been modifieder cannot deny/repudiate that
they signed/sent a message.

~

L Koa nons nameHeH ]

Mpumeuanmne [AN16]: Perhap
s not always “guarding against”
but rather allowing for detection of
change.
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privacy

- Eric E Cohen (http://www.isaca.org/Knowledge-
Center/Documents/Glossary/glossary)pdf

Freedom from unauthorized intrusion or disclosurafermation about an individual and
an organizatign.

signatory

— Jari Salo(http://www.uncitral.org/pdf/english/texts/electcom/aiecsig-e.pdf

person it represents.
— lgor Furgel(Proposal for a Regulation of the European Parlidmead of the Council on
electronic identification and trust services faeationic transactions):

a natural person who createsed@ctronic signature

digital signature, took place.

— lgor Furgel(Proposal for a Regulation of the European Parlidmead of the Council on
electronic identification and trust services faeationic transactions):

data in electronic form which binds other electrodiéta to a particular time establishing
evidence that these data existed at that time.

transboundary trust space

— Aleksandr Sazonova set of normative, organizational and technicahditions for
establishing trust in transboundary electronic raxtdon between public governmental
authorities, public non-budgetary funds, local adties, organizations and citizens.

— Ramachandran:a technological and legal framework for trust dighiment in
transboundary  electronic informational interactiafi entities in different legal
frameworks’ subjects.

- Eurasian Economic Community Agreemeah aggregate of legal, organizational and
technical conditions, harmonized by the member-state®rder to ensure trust in
international exchange of data and electronic docisrgetween authorized bodies.

trust domain

- Igor Furgel: informational and legal space using shme CTI. A trust domain may also
be a single jurisdiction.

trust service provider (TSP)

— A natural o legal person who provides at leasttons service.

NMpumeuanue [AN17]: Should
we deal with “privacy” or
“personal data” rather?

[ Kop nons usmeHeH J

Mpumeuanue [s18]: Eric E
CohenMy personalinterpretation
includes information about both
individuals (peopleand
organizations.

[ Kona nons nsmeHeH }

Mpumeuanme [IF19]: Not just
acts, but creates an electronic
signature

NMpumeyanue [AN20]: Possibl
y only “creates”, not necessarily
"acts on behalf”.

. { YpaneHo: stamping ]

NMpumeuyanue [s21]: Eric E
CohenTime stamping is vital in
cryptography as people change
roles and signatures expire; it is
important to know whether the
signature was valid and the signe
was authorized or could be
authenticated at the point of
signingrather than the point of
checking
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what-you-see-is-what-you-sign

— Aleksandr Sazonows a desirable property of electronic signaturstesys meaning that
the semantic interpretation of a electronically sifyrmessage cannot be changed, either
by accident or by intent.

XML Signature

ANNEX 2

Mathematical description of nIDG functions

0 The set of rules to translate the related requirgsnieetween two domains A and B
should be laid down within nIDG

A:={ay, a,..., &}
B:={by, by,..., bu}
E(a):=A>B

Where A is the set of requirements (attributes) domain A, B — the set of
requirements for domain B and E(a) is the set ahgformation rules from A to B.
Taking in mind that powers of sets (i.e. quantityemuirements in a real word) can
be not equal (N <> M), there should be rules dedine lead both sets to equal power
K where K:=MAX(N, M).

0 The degree of trust to such set of transformatitesrcan be defined as transformation
to some universal superset of requirements, andtsaicformation is performed
inside each domain.

E(a)=A>X
E(x):=X->B
Where X is universal superset of requirements fenéd B



