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1. Project purpose
Required

Digital Id systems which allow an entity to prove their identity online are opening new possibilities for
cross border trade by eliminating trade barriers and paperwork. In the context of digitalizing international
trade and supply chains, a global, unique and widely recognized identifier for legal entities and assets is
integral to establishing trust and transparency and ensuring interoperability. Global trade networks can
benefit significantly from ID verification and management initiatives. Especially critical is the job of
verifying business partner identities within and across borders. However, such verification is complex and
costly due to the different business registration systems and standards.

Many forms of Identity exist today which are largely physical that have limitations when it comes to the
need to provide required level of trustworthiness for dealing with online transactions.

The Legal Entity Identifier (LEl) is a global standard (for identifying unique parties. It is a recognized
internationally as an important standard that enables the identification of legal entities that are
interconnected (legally and digitally) in the supply chain®. The Global LEI System provides the governance
and operational infrastructure to ensure the LEl is available as open data without IP or copyright
protection. Similar efforts are being undertaken in standardizing Asset Identities in the context of cross
border trade and provide visibility to

Digital ID systems that are well implemented
- Allow users to establish identity of users, businesses, and assets as part of a cross border trade
transaction
- Enable trusted third parties to verify this identity
- Provide confidence to parties to the transaction including individuals and businesses
- Ensure safe access and transfer of online information
- Facilitate compliance with required regulations

! In a recent paper by the Bank for International Settlements (BIS), the LEI is highlighted as showing promise,
especially for small and medium-sized enterprises (SMEs). By answering the questions of ‘who is who’ and ‘who
owns whom’, the LEI enables smarter, less costly and more reliable decisions about who to do business with.
Furthermore, the World Economic Forum and the World Trade Organization note in their recent report on
trade digitization that the LEI can drive more transparency and underpin the promise of financial technology to
deliver greater inclusion of small businesses in the global economy.



The purpose of this project is to evaluate how legal entity and asset identification is managed in cross
border paperless trade. The project will evaluate entity-level trust services and the advantages given
mutual recognition across entities involved in the supply chain. It will test the hypothesis that the current
lack of a consistent identifier for the many actors involved in cross-border movement of goods and
related service hinders the development of effective IT-support systems and limits digitalization efforts
by trade standards organizations. For example, digital validation of legal entity identity is a foundational
element of trust services.

2. Project scope

Required

NOTE: Specify project scope in terms of in-scope and out-of-scope items within the context of the UN/CEFACT Programme of Work. Include a
description indicating the relationship between this project and other UN/CEFACT projects, if known. In the case of a project whose deliverables
include proposed Recommendations and Standards, include projects outside of UN/CEFACT of which this project could be considered a
duplicate, if any, and explain why it is not.

The project scope is to define and create white papers on the best practices in implementing Digital ID
systems with a view to examining:
e How Digital ID systems could be used to facilitate trade and related processes
e How existing UN/CEFACT deliverables could be used by Digital ID systems
e Possible changes to existing UN/CEFACT deliverables, or new deliverables, that could be
considered to support Digital ID based trade-facilitation related applications

The project scope will explore how a global identification scheme could be integrated into the Core
Component Library and enabled via mapping to national, regional or sectoral identification schemes. It
will evaluate the broader identification schemes for the physical identification of goods and the transport
of these goods and the benefits from linking these identification schemes.

All the above will be examined from the perspective of UN/CEFACT’s mandates in order to provide
input to the Bureau, Programme Development Areas and Domains on
1) Possible future work and a possible common approach to Digital ID-related projects
2) Application developers as a potential new user group for UN/CEFACT standards
3) Possible proposed changes to existing UN/CEFACT deliverables, or new deliverables, that could
be considered in order to support Digital ID based trade-facilitation related projects

3. Project deliverables
Required

NOTE: Provide name and description of each deliverable.

Deliverable 1:
Webinar to invite experts to brainstorm

Deliverable 2: Whitepaper on inventory of existing identification schemes, authentication,

and authorization approaches in global trade networks




Deliverable 3: Whitepaper on assessment of how a global identification scheme can be
integrated into core component library including cost/benefit analysis and
description of necessary mapping

Deliverable 4: Guidance material and implementation guide for standardizing the identity

layer in the international trade supply chain

4. Exit Criteria
Required

NOTE: For each deliverable, list the criteria that, when met, will indicate the deliverable has been completed.

Exit Criteria for Deliv. 1: Working group formation with industry lead

Exit Criteria for Deliv. 2: Draft whitepaper ready for publication

Exit Criteria for Deliv. 3: Draft whitepaper ready for publication

Sdpeukstlobe Draft guidance material ready for publication

5. Project Team membership and required functional expertise

Membership is open to UN/CEFACT experts with Digital ID systems, technology and/or trade
broad knowledge in the area of: facilitation and related business processes

In addition, Heads of Delegations may invite technical experts from their constituency to participate in
the work.

Experts are expected to contribute to the work based solely on their expertise and to comply with the
UN/CEFACT Code of Conduct and Ethics and the policy on Intellectual Property Rights.

6. HoD support

NOTE: At least three HoD support is required for Technical Standards, Business Standards and UNECE Recommendations — and at the request of
the UN/CEFACT Bureau. (See annex IV for an optional template).

NOTE: Projects that require HoD support must obtain this within 6 months of Bureau provisional approval.

7. Geographical focus

The geographical focus of the project is global

8. Initial contributions




The following contributions are submitted as part of this proposal. It is understood that these
contributions are only for consideration by the Project Team and that other participants may submit
additional contributions in order to ensure that as much information as possible is obtained from those
with expertise and a material interest in the project. It is also understood that the Project Team may
choose to adopt one or more of these contributions “as is”.

List any initial contributions:

Initial contributions include existing descriptions and technical specifications for the UN/CEFACT:

e UN/CEFACT Core Component Library and subset data models Supply Chain Reference Data
Model (SCRDM) and the Multi-Modal Transport Reference Data Model (MMT-RDM)

e ICCDSIIAB Trust in Trade

e ICCDSI IAB Key Trade Documents and Data Elements

e Integrated Track & Trace for Multi-Modal Transportation

e Smart Containers

e eDATA Verifiable Credentials (VC) for Cross Border Trade

e Product Conformity Information Exchange/Sharing

e |ICC Identity Management Guide: Standards Toolkit for Cross-border Paperless Trade

e World Trade Organization and World Economic Forum: The promise of TradeTech: Policy
approaches to harness trade digitalization

e  GLEIF vLEIl Ecosystem Governance Framework

e SO 17442-1 and ISO 17442-2

e (GS1 Trade Identifiers including EPCIS and GTINSs.

9. Resource requirements

Participants in the project shall provide resources for their own participation. The existence and

functioning of the project shall not require any additional resources from the UNECE secretariat.
NOTE: If specialized resources are required to complete the project, and such resources are not available within the Project Team, then those
requirements should be clearly identified.

Any
additional
request:

10. Proposed project leadership

Leader: Clare Rowley E-mail: Clare.rowley@gleif.org

Suppo.rtlng eData Management Email: kaushik@emudhra.com

Domain

Supporting i 1 Tahseen Ahmad Khan Email: takhan@meity.gov.in

VCs 2 lan Watt Email ian.watt@nextradeworld.com
3 Hanane BECHA Email hanane.becha@dcsa.or

11. Milestones

Note: repeat for each deliverable, if different.



https://www.wto.org/english/res_e/booksp_e/standtoolkit22_e.pdf
https://www.wto.org/english/res_e/publications_e/tradtechpolicyharddigit0422_e.htm
https://www.gleif.org/en/vlei/introducing-the-vlei-ecosystem-governance-framework
https://www.iso.org/standard/78829.html
https://www.iso.org/standard/79917.html
mailto:Clare.rowley@gleif.org
mailto:takhan@meity.gov.in
mailto:ian.watt@nextradeworld.com

The following are draft milestones of the project.

st et Compltio b
Yes Project Inception Approval + 1 month
Yes Requirements gathering Approval + 3 month
Yes Draft development Approval + 5 month
No Public Draft Review
Yes Project Exit Approval + 7 month
Yes Publication Approval + 7 month

* NOTE: The following stages are obligatory: Project Inception, Project Exit and Publication. Public Draft Review is obligatory for
recommendations, business standards and technical standards. The presence of “Yes” in the field indicates that the stage is required for the
project and an expected completion date should be provided.




