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We acknowledge with gratitude the traditional
territories on which we live and work and we give
thanks to the traditional keepers of these lands.
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Uplift critical raw material supply chain resilience
and sustainability UN/CEFACT
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Principles
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Consensus Driven
& Collaborative

The UN/CEFACT Open Development
Process is consensus driven,

collaborative, open and transparent.

Strategically Aligned
This project is aligned with the

UN Sustainable Development Goals.

Practical

The project will define and deliver
practical ways to add value.

We will build useable tools that
facilitate global implementations.

Informed

We will build upon work already
completed and underway by

UN/CEFACT and other
organizations and initiatives.
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Resilient & Sustainable CRM Supply Chain Drivers

AT
Growing Demand Growing Demand Lack of ESG
and for Trusted ESG Harmonization
underinvestment in Disclosure
CRMs

-y

Lack of Technical Tackling
Interoperability Greenwashing UN/CEFACT
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Tackling Greenwashing

As regulatory and consumer pressures drive demand for
sustainable goods, the commercial incentive to make fake
sustainability claims will increase.

of environmental claims are not
backed by evidence. 42% were
deemed deceptive.

of executives admit their company
is guilty of greenwashing.

of consumers believe that companies
should be environmentally
responsible.
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Project Timeline
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Develop draft deliverables
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Testing with pilot implementation
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project finalization
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CRM Project Workstreams

Traceability Interoperability Core Sustainability Vocabulary Legal/Ethical

DRC Cobalt Implementation Copper Implementation Lithium Implementation
UN/CEFACT
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Progress to Date

Refined Problem Definition Sub-Project Leads In Place Business Requirements

CRM Supply Chains Alignment to Related Initiatives Tools for collaborative work
UN/CEFACT
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Critical Raw Materials Supply Chains
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Organization

Raw materials

Alignment with Related Efforts

Organization

Processed
materials

Organization

Subcomponent
Production

Organization

Component
Production

DPP 1.0

A

Organization

Economic
Operator

Market
Placement

v

Organization

Repair,
Remanufacture,
Recycle
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Tools for Collaborative Work

CRM Project Github

v {4 United Nations - Critical Raw [ X% + — X

} PROJECT TIMELINE
Q x 00O

<« - C 25 uncefact.github.io/project-crm/

& UNCEFACTCRM G...  («) United Nations - Cr... n OCIO Dashboard -... () 41st UN/CEFACT Fo... @ Traceability Vocabu... Compliance Budge... () IWW QiqoChat (-~ eApprovals NEW » &

¢ i . . .
‘{l@j Hgﬁgﬂs About the project  Delivery  Standards  Vocabulary  Pilots -8
= Develop draft deliverables
mmlﬂl Testing with pilot implementation
COECTANTRETET  Publicreviewand
project finalization
[ SEP | OCT__NOV | DEC |

> HOW TO GET INVOLVED

CONTRIBUTORS

Critical Raw Materials

Scaling traceability and fransparency through 8# -& p % °
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Provide skills and input Participate in pilots to
to help design the test tools, standards
project’s direction and deliverables.
and deliverables.

decenftralisation and digital standards

Join our chat channel

Follow the activities

and outcomes of the
project through emails
and Slack.

’ JOIN THE CRITICAL RAW MATERIALS PROJECT

EGE “ﬂ )

I
Learn more about how to participate: [=
&+ i i i -
uncefact.github.io/project-crm Nancy Norris Steve Capell
Project Lead Lead Editor
nancy.nomris@gov.be.ca Steve.Capell@gmail.com
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CREITIGAL RAW MATERlaLSE
TRACEAR|LITY & SUSTAIMARILETY PAQJIECT

CRM Project Bi-Fold

UN/CEFACT

CRITICAL RAW MATERIALS
TRACEABILITY & SUSTAINABILITY PROJECT

UN/CEFACT Critical Raw Materials
Traceability and Sustainability Project

The UN/CEFACT Critical Raw Materials Traceability and Sustainability Project
(CRM Project) is connecting global experts to research current international
sustainability standards and digital traceability platforms.

The CRM Project will identify:
+ Ways to improve compatibility between digital traceability tools.

« Core sustainability data that critical raw material supply chain actors
are required to share.

The CRM Project is seeking industry participation to test, refine, and adopt the
project's research and deliverables at a global scale. The project will use input from
participants to develop practical and useful deliverables.

CRM supply chain actors need a low cost, efficlent,
privacy-preserving, accessible and trustworthy way

to prove thelr sustainability performance along
international supply chains.

} CRITICAL RAW MATERIALS (CRM)

CRM are metals and non-metals that are essential to the economy, of which the
supply may be at risk due to geological scarcity, geopolitical issues, trade policy or
other factors.

The CRM Project will test deliverables with three CRM supply chains:

COPPER

i+l

From BC, Canada

From Democratic

From Australia Republic of Congo
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Project Deliverables
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CRM Project Workstream Leads

Zachary Zeus Kim Snzey Dr. Jeanne Huang
Traceability Interoperability Core Sustainability Vocabulary Legal/Ethical

GIVIez Nancy Norris Dr. Pr(')"'k Vasilyev
DRC Cobalt Implementation Copper Implementation Lithium Implementation

UN/CEFACT
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1. Traceability and Interoperability Overview

Data Implementable
identification Open and f.ree
and exchange Collaborative

Scalable decentralised model
Independently verifiable

UN/CEFACT



The Motivation for UN Recommendation 49

The world faces sustainability challenges

bl Regulators and markets are responding

TIAH

- -
And l@ This starts to provide meaningful incentives for sustainable behaviours
n

4

The same incentives encourage more greenwashing

To maintain the value of the incentives we need to combat
greenwashing through transparency — at the scale digitisation allows

There are a lot of challenges to achieving supply chain
transparency at scale — hence recommendation 49




The Scope of UN Recommendation 49

There’s too many traceability Pick any one that conforms to the
platforms, which do | choose? j|> UN transparency protocol.
From
There’s a mountain of standards A simple vocabulary. Separation of To
& regulations to make sense of! j|> data from assessment of data. /_>\v
I’'m not comfortable sharing You are empowered share only ‘
A few hard- sensitive information what delivers material value. Global
work pilots adoption at
scale
This all seems too complex and j|> The UN protocol is so simple that
expensive, who's paying? implementation is trivial & cheap.

A
"The UN/CEFACT Transparency Protocol A




It’s a protocol, not a platform

Leave data where it is, but link it together when needed

Electric Vehicle
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Thousands of platforms, millions of value-chains, billions of transactions
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So how does this protocol work?

—————————————————————————————————————————————————————————————————————
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m Authority
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simple conformity
Credentials
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Submit detailed conformity
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Rich (and largely
confidential) entity/facility
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And what that looks like across a whole supply chain — Critical Minerals
Ship Cathodes

Sell Lithium Sell Vehicle
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: opper
Chemical Battery Maker Car Authority
State Gov Lithium Mine  pj|gnt Copper Mine Y aker US Importer
Country of Verify product
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anu . .
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Each actor uses their own preferred business system — with no direct interconnections required



We are building on existing good work..

That could have raised as many questions as it answered — but we’ve run out of time! Rest assured that we have
answers to all questions that we’ve thought about so far. And they’ll be described in UNECE recommendation 49

W3C ©

IFRS Sustainability

Alliance
Verifiable Credentials EPCIS Events DPP Passport Sustainability
Decentralised Identifiers Digital Link DPCCE Credentials vocabulary

\\Bae\don thesey‘érds/v

UNECE Recommendation 49

“Transparency at Scale”
https://unece.org/sites/default/files/2023-10/Rec49 ToR-v0.8.pdf



https://unece.org/sites/default/files/2023-10/Rec49_ToR-v0.8.pdf

And have delivered some very early draft standards

https://jargon.sh/user/unece/DigitalProductPassport/v/
working/artefacts/readme/render

B2B Product

Passport
Product
Conformity ht:p::/{cia/rgor;.sh//user(junece/ConformityCredentiaI/v/working/
, artefacts/readme/render
Credential
Product
Traceability https://jargon.sh/user/unece/traceabilityEvents/v/working/arte

facts/readme/render

Events



https://jargon.sh/user/unece/DigitalProductPassport/v/working/artefacts/readme/render
https://jargon.sh/user/unece/DigitalProductPassport/v/working/artefacts/readme/render
https://jargon.sh/user/unece/ConformityCredential/v/working/artefacts/readme/render
https://jargon.sh/user/unece/ConformityCredential/v/working/artefacts/readme/render
https://jargon.sh/user/unece/traceabilityEvents/v/working/artefacts/readme/render
https://jargon.sh/user/unece/traceabilityEvents/v/working/artefacts/readme/render

We imagine something like this:
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UNCEFACT
Transparency
Protocol

Our focus right now
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UN Critical
Minerals
Transparency
Protocol

So we can support

the pilots

Aus CRM
Transparency
Protocol

Can CRM
Transparency
Protocol

DRC CRM
Transparency
Protocol



CRM Traceability Interoperability workstream is validating the
requirements & providing recommendations to implementors

B2B Product

Passport
Product Answering the question:
Conformity What aspects of the generalized
Credential UNTP need to be extended to meet
the unique requirements of the
Critical Minerals Pilot?
Product
Traceability

Events




Hypothesis — generic standards are extensible

Conformity Credential Product Passport Traceability Event

Generic
Models

Link

Specialised

Models
Link

Mine Consignm Transaction Object Event
certificate ent Event (Add Energy)
Passport (Sale of rocks)

Origin HCF))rtiCUHL{(I’e Transformation
asspor
certificate P Event

(Refine Ore)



Examples

« CBAM: Access to European markets to assess Carbon tariffs

e Goods must come accompanied with Digital B2B Digital Product Passport
Product Passport that complies with the

UNECE DPP standard

validFrom: DateTime

 https://jargon.sh/user/unece/DigitalProductPass STAtUSL TEKE o csport
port/v/working

ProductPassport
ig;ueday:Party ProductInformation

roduct: ProductInformation .
gatch: ProductBatch productId:

* The DPP must include verifiable credentials thE e e I
from a trusted government authority that
indicates the direct Scope 1, Scope 2 and Jr—

Scope 3 emissions of the goods country: Code comnty) T

+ Facili Facilit
guarantee0fOriginCredential: URI manufacturedAt: Facility - y
manufacturedDate: Date id:
H V4 L ot pro¥erjang¢:l_r’trol\.fefnange[{ inabilityClain[] name: Text
s5us alnq 1 1TylnTo: Sustalnabllityl Laim operatedBy: Party
* If the credentials aren’t verified by a

batchQrCode: Text

government authority, or they don’t exist, or _ L

the goods don’t come with a DPP — the tariff
assessed will by the top tariff for the country BT B ey
and good S Rompiiance: tndicator o C 1

[]

SustainabilityClaim

Topic: Code(Topic)
criteria: URI

SustainabilityMetric

metric: URL
unit: Text
value: Numeric

Trust Architecture

January 24 26


https://jargon.sh/user/unece/DigitalProductPassport/v/working
https://jargon.sh/user/unece/DigitalProductPassport/v/working
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What about Security -> Back to this picture
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Separate Facts, Rules & Claims

Hypothesis: There is a non-overlapping set of ESG topics (eg “environment.emissions”) and metrics (eg “Co2e.Intensity”). Many different
standards exist and each will define assessment criteria to determine an ESG metric. A company should be able to maintain a single set of
organisation data (the facts) and re-use those facts to test compliance with different criteria.

The Claims

K ESG Credentials \

~

Topic 1
— P

Metric 1.A ]
Metric 1.B ]

Topic 2

Metric 2.A ]
Metric 2.B ]

\
KLX \/ii N

=
—

The Facts The Rules
/ Company Data \ [ Swerded i
4 N\
Data subset 1 _»_ Criteria 1.A |~
Data subset 2 \// [ Criteria 1.B ]\
p — N Y,
Data subset 3 N 4 Standard 2 R
\_ / \“[ Criteria 2.A
7\ . N /\\?[ Criteria 2.B }//
- N
N / _ Standard 3
> Criteria 3.A
[ Criteria 3.B
N

AN

- -
https://jargon.sh/user/unece/LandManagement/v/worki
ng/artefacts/readme/render

January 24
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https://jargon.sh/user/unece/ConformityCredential/v/workin

g /artefacts/readme/render

28


https://jargon.sh/user/unece/ConformityCredential/v/working/artefacts/readme/render
https://jargon.sh/user/unece/ConformityCredential/v/working/artefacts/readme/render
https://jargon.sh/user/unece/LandManagement/v/working/artefacts/readme/render
https://jargon.sh/user/unece/LandManagement/v/working/artefacts/readme/render

Confidentiality in a decentralised world

In centralised system, access to information is controlled by authenticating users and managing access control rules so that they can see only what they
are allowed to see. But decentralised models work choosing how much data to share and whether to hide it so it's hard to find, or encrypt it so it cant be

read, or redact it by striking out the sensitive bits.

1 - Public data linked to a guessable ID.
Anyone can get the data.

2 - Public data, un-guessable ID. Get
data only if you have the goods.

3 - Encrypted data, key with goods or doc.

Get data if you have the goods or doc.

4 - Encrypted data, key on request. Ask
for the key to get the data.

5 — Any data, selectively redacted. Cant
see the redacted data.

r N
NI,

L L
NI,

6 — Private data.
Don’t share it if you
don’t need to.




Putting it all together

All these confidentiality and integrity measures are not mutually exclusive. In any given
supply chain it is most likely that all will be used together. Use the right solution for the right
problem.

f% Redacted ESG
| ' Evidence &
Credential Copy & redact Credential “hashlink
- VC Type 2

@ 4
hashlink : blish
_— — link PuDbIlIS
N—_ A

_ |
T product A

0 Mineral ,
Passport | issue [rFiD) Passport issue
discover

VC Type 1
VC Type 1 : 4 Mine
-7 (Mineral —
link . Frocessor
e ISSue
*Hrraceability Transport ~~ Encrypt &
Event . publish
, hashlink VC Type 3
VC Type 2 vVCType 2 7

7




2. Core Sustainability Vocabulary Overview

= .

Standards and regulations Sustainability criteria
applied across Product vocabulary

supply chain Copper supply chain

UN/CEFACT



3. Legal/Ethical Overview

Audit and verification
processes recognized across
jurisdictions

Legal enforcement review
Mutual law recognition
Ethical consent for interviews

UN/CEFACT



4. DRC - Cobalt Implementation

27

C

COBALT /

Social & governance criteria Identify supply chain stages
and Communicate with stakeholders
peer-to-peer trust models Test pilot recommendation

Addressable attestations

UN/CEFACT



5. Canada - Copper Implementation

/I

Sustainable and Stakeholder communication
environmental credentials Technology test pilot
verification

UN/CEFACT



6. Australia - Lithium Implementation

4 By

Consider traceability Identify stakeholder

and SUS.ta'“ab'l'ty Test pilot traceability and
standards in the battery sustainability

supply chain

UN/CEFACT



Primary Producers Certifiers, Auditors, & Software
& Manufacturers Standards Setters Providers



Project Survey Demographics

H North America
H Europe

H Oceania

H Asia

H Africa

M South America

All Members’ Regions

Industry Sectors Supporting the Project

mIT

B Supply Chain
m Academia

B Government
B Environment
® Mining

Hm Finance/Economy & Legal

UN/CEFACT
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Members Interests - Workstreams

Traceability Interoperability Core Sustainability Vocabulary Legal/Ethical

DRC Cobalt Implementation Copper Implementation Lithium Implementation

UN/CEFACT
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Contact Us

2
~ Ministry of
BrITISH = Energy, Mines and yo
COLUMBIA = Low Carbon Innovation
GoSource

Nancy Norris Steve Capell

Nancy.Norris@gov.bc.ca Steve.Capell@gmail.com
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